APS GCF Technology: Internet Safety

Session Name: APS / GCF Session 4: Avoiding Malware and
Protecting Your Online Privacy
Trainer Name:

GCF Technology Training
Link to Slide Deck: Deck 4 - Avoiding Malware / Protecting Your Online Privacy
Training Description Malware is one of the most common hazards to your computer when you're online
yet, it can be easily avoided. Learning how to identify and avoid suspicious websites and links will be
reviewed in this lesson. Additionally, this lesson demonstrates safe, smart browsing habits that can
protect you from malware, viruses, and other threats.
Training Objectives: By the end of today’s session, you will be able to:
1. Identify ways to avoid malware
2. Describe two or more safe practices while shopping online
3. Explain one or more safe tracking practices while surfing the internet and using social media
platforms
4. Try some Basic Privacy Practices
Training Lessons: (GCF)
Lesson 5: Internet Safety, How to Avoid Malware https://edu.gcfglobal.org/en/internetsafety/how-toavoid-malware/1/
Lesson 6: Internet Safety, Safe Online Shopping https://edu.gcfglobal.org/en/internetsafety/safe-onlineshopping/1/
Lesson 7: Internet Safety, Understanding Browser Tracking
https://edu.gcfglobal.org/en/internetsafety/understanding-browser-tracking/1/
Lesson 8: Internet Safety, Social Media Privacy Basics
https://edu.gcfglobal.org/en/internetsafety/social-media-privacy-basics/1/ r
Videos
Lesson 6: Internet Safety, Safe Online Shopping https://www.youtube.com/watch?v=el3N6qQjrI&t=2s&ab_channel=GCFLearnFree.org
Lesson 7: Internet Safety, Understanding Browser Tracking
https://www.youtube.com/watch?v=6EHSlhnE6Ck
Lesson 7: Internet Safety, What is a cookie?
https://www.youtube.com/watch?v=I01XMRo2ESg&t=2s
Lesson 8: Internet Safety, Think Before you Share
https://www.youtube.com/watch?v=BcdZm3WAF4A

1

APS GCF Technology: Internet Safety
Time
(minutes)
2 mins

5 mins

Content

Resource

Welcome and Introductions (be sure to record the zoom session)

PP 1

Facilitat
or
GN

PP 2

GN

PP 3

DV

●

Good afternoon and thank you all for joining us for today’s
session on Avoiding Malware & Protecting your Online
Privacy. This session, and all others in our APS Computer Basics
Training, has been developed based on the Goodwill Global
Community Foundation online training. The APS/Goodwill
collaboration enables you to take the Goodwill training
modules on the GCF website and then request credit for them
via your APS account. For full instructions on completing the
GCF modules and earning credit toward the CPS renewal,
please click on the link in the chat. https://youtu.be/InHnZDMjEY <put link in the chat>

●

I am ____________ and I will be co-facilitating today with my
fellow intern, ____________, and the APS Project Director Amy
Spagnolo.
o co-presenters give a wave to the camera but don’t
introduce themselves

●

Ask: Please introduce yourselves in the chat (feel free to include
your name, the organization you work or volunteer at, a hobby
or fun fact).
o
co-presenters also answer the introduction questions
in the chat
o
Please pause-allow for participants to answer>

Thank you all for the introductions! It’s nice to learn a little bit
more about you all as we begin our session together. I will turn the
presentation over to my co-facilitator ____ to lead us through
some housekeeping.
Housekeeping
• Notification that session is being recorded
• Directions for registering for the GCF tutorials, working on the
tutorials, earning a certificate of completion, requesting CE
credit for the modules completed via the academy are
available on the Virtual Learning Community. Rita Cronise
provided this overview on Monday September 27th. That
recording can be accessed at the VLC https://apscommunity.org/faces-places-webinar-series/ <put link in the
chat>
• If you need to take a break, please stay muted and feel free to
turn off your camera.
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•

3 mins

Request to use the chat box for questions, co-trainer will
moderate those questions ; stay muted during the training
part of today’s session.
• There will be time for discussion and Q&A after the lesson.
• Schedule of GCF trainings (Mondays, Wednesdays; Fridays are
for checking in and receiving additional support; the series
runs for three weeks; series repeated again for three
additional weeks)
• https://bit.ly/GCF-Training <put link in the chat>
• We will provide a link to all of the resources we are using
today at the end of the session.
● We also provide additional supports and services that ______
will describe. ______, the floor is yours.
(thank you ______ )
Information on Additional Supports/Services

PP 4

DV

We will offer GCF Lesson Review Sessions on Fridays from
12:00 to 1:00. These virtual, live support sessions facilitated by
me to review any part of the lesson content that you’d like to
revisit from the Monday and Wednesday GCF / APS Skills
Training sessions.
●
Beginning in November, we will also offer One2One tutoring
and support. The One2One sessions are live, online, peer
tutoring. Support is offered for any one of the 13 CORE
courses. You will be able to register for 30-minute sessions (up
to 3 sessions per week) using our online calendar. The link to
the calendar will be sent out via the APS announcement
center soon so please stay tuned!
●
The videos that we are using for the Internet Safety module,
developed by GCF, are available on the APS YouTube
●
Playlist. The link for that playlist is in the
chat. https://www.youtube.com/playlist?list=PL4316FC411AD
077AA <put link in the chat>
● We would like to share the learning objectives for the training
today.
Learning Objectives
PP 5

DV

●

2 mins

By the end of today’s session, you will be able to:
1. Identify ways to avoid malware
2. Describe two or more safe practices while shopping online
3. Explain one or more safe tracking practices while surfing the
internet and using social media platforms
4. Try some Basic Privacy Practices
My co-facilitator____ , will now take us through the GCF Lesson for
Objective 1.
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5 mins

(thank you ____)
GCF Training Content and Practice:
Lesson 5: How to Avoid Malware
https://edu.gcfglobal.org/en/internetsafety/how-to-avoidmalware/1/ <put link in chat>

PP 6

GN

Ask: What comes to mind when you hear the word malware?
●

●

Malware is one of the most common hazards to your
computer when you're online, but it's easy to avoid.
Developing safe and smart browsing habits can protect you
from malware and other threats, like viruses. Securing your
computer and learning how to identify and avoid suspicious
links are the fundamentals of safe browsing habits.
Many malware programs take advantage of security flaws in
Windows and other software.
PP 7

Lesson 5 in the GCF Internet Safety training provides the following
tips to help keep your computer safe when browsing the internet.
● Keep your OS, browser, and other programs updated
● Back-up your files
● Avoid Suspicious Links
● Identify Suspicious Sites

5 mins

GCF Training Content and Practice:
Lesson 6: Safe Online Shopping
https://edu.gcfglobal.org/en/internetsafety/safe-onlineshopping/1/ <put link in chat>

PP 8

GN

Ask: How do you currently make sure your private information is
protected when shopping at an online store?
●

Online shopping is a convenient way to buy almost anything
from the comfort of your home. And while there are some
risks with shopping online, there are also many ways to protect
yourself and your financial information.

Some tips offered by GCF Internet Safety training are:
1. Look for the lock symbol in the upper-left hand corner of the
web address bar. The lock symbol is a sign that you’re
shopping on a secure website. It is most commonly seen on
the payment page of an online store.
2. Research the company or seller
3. Use secure payment methods like: PayPal or Google Wallet.
For Instance, PayPal lets you make online purchases without
providing your credit card number to individual websites.

●
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4. Keep a record of your transaction order #’s and receipts.
5. Trust your instincts. If it doesn’t feel right, it probably isn’t.
PP 9
Play Video: Safe Online Shopping
https://youtu.be/el3N6qQjr-I
I will turn it over to____ to discuss Understanding Browser
Tracking.
5 mins

(thank you ______ ).

PP 10

DV

GCF Training Content and Practice:
Lesson 7: Understanding Browser Tracking
https://edu.gcfglobal.org/en/internetsafety/understandingbrowser-tracking/1/ <put link in chat>
In our previous session, we learned that our computers face many
potential threats, including viruses, malware, and hard drive
failure. This is why it's important to do everything we can to
protect our computers and our files.
Play Video: Understanding Browser Tracking
https://youtu.be/6EHSlhnE6Ck

PP 11

Ask: What do you think of when you hear the word cookie?
Whenever you use the Internet, you leave a record of the websites
you visit, along with each and every thing you click. To track this
information, many websites save a small piece of data—known as
a cookie—to your web browser. In addition to cookies, many
websites can use your user accounts to track browsing activity.
While this type of browser tracking doesn't pose a serious risk to
your online security, it's important to understand how your online
data is tracked and used. We’re about to learn more through a
short video and immediately after, ______ will lead us through our
next topic in today’s lesson.

PP 12

Play Video: What is a Cookie? https://youtu.be/I01XMRo2ESg
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10 min

GCF Training Content and Practice:
Lesson 8: Understanding Social Media Privacy
https://edu.gcfglobal.org/en/internetsafety/social-media-privacybasics/1/ <put link in the chat>

PP 13

GN

Ask: What is one reason why it’s so important to think about what
you share online/social media?
●

●

Social media sites like Facebook, Instagram, and Twitter have
made it easier than ever to share things online. But sharing
something on social media is a bit different from other types
of online communication. Unlike email or instant messaging,
which are relatively private, the things you share on social
media are more public, which means they'll usually be seen
by lots of other people.
Sharing something on social media is different from other
types of online communication. Unlike email or instant
messaging, which are relatively private, all that you share on
social media is tremendously less private and potentially open
to the world.

Possible answer: What we share on social media platforms can
significantly (at times unfavorably) impact our public reputation
and the way we are perceived by others for many years to come.
Employers, universities, and any other groups can use social media
presence when determining if you are a right fit for their
organization.
So, what is “Social Media Presence” you may wonder? Social
media presence is the culmination of how a person posts and
interacts on all of their accounts. It refers to how often the person
posts, the kind of subject matter posted, and the levels of
attendance on all social media accounts.
Play Video: Think Before You Share
https://youtu.be/BcdZm3WAF4A

PP 14

If you would like to learn more about adjusting your privacy
settings, you can explore the GCF tutorial, Facebook 101: Adjusting
your privacy settings:
https://edu.gcfglobal.org/en/facebook101/adjusting-your-privacysettings/1/ <put link in the chat>
Play Video: Understanding Privacy
https://youtu.be/emzaUABF2WU

PP 15

I am going to turn the session over to____ for our Q & A segment.
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10 mins

Thank you ______.

PP 16

DV

PP 17

DV

PP 18

DV

Q&A
•

We would like to open up the session for any questions you
may have. If you would prefer to type your question in the
chat, that is great. Or you can raise your hand icon and we can
call on you to unmute.

Ask: What is one thing you learned from today’s session that you
may use yourself or share with someone else?

3 mins

I turn it back over to ______.
Thanks so much ______.
Summary/Wrap Up

2 min
(or less)

Today we learned:
• Keeping our computer and ourselves safe while using the
internet and social media is necessary.
• How to use social media without compromising our privacy.
• How browser tracking may affect the data collected about us.
• Safe practicing option to browse the web privately.
Closing
We thank you for joining us today and we hope you come back
again!
• All of the links to the videos and APS resources we shared in
today’s presentation can be accessed by clicking on the link in
the chat box.
• If you need information on registering for the GCF courses or
requesting credit for your CPS renewal, please click on the link
in the chat.
<Put all of the links in the last slide and into the chat, add PDF of
Slides to download in chat>

Notes: Links <insert links into the chat>
Slide #1
GCF Computer Basics Overview - https://youtu.be/InHnZ-DMjEY
Slide # 3
VLC Webinars & Resources - https://aps-community.org/faces-places-webinar-series/
GCF Training Sign Up (Eventbrite) - https://bit.ly/GCF-Training
Slide #4
One 2 One Tutoring - <link to come>
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Internet Safety (Youtube Playlist) - https://youtube.com/playlist?list=PLpQQipWcxwt-IW6q0DkoIktFb2GBnHTd
Slide #6
How to Avoid Malware (Lesson 5) - https://edu.gcfglobal.org/en/internetsafety/how-to-avoidmalware/1/
Slide #8
Safe Online Shopping (Lesson 6) - https://edu.gcfglobal.org/en/internetsafety/safe-online-shopping/1/
Slide #10
Internet Safety: Understanding Browser Tracking (Lesson 7)
https://edu.gcfglobal.org/en/internetsafety/understanding-browser-tracking/1/
Slide #13
Social Media Privacy Basics (Lesson 8)
https://edu.gcfglobal.org/en/internetsafety/social-media-privacy-basics/1/
Slide #15
Facebook 101: Adjusting your privacy settings https://edu.gcfglobal.org/en/facebook101/adjusting-your-privacy-settings/1/
Browsing privately:
https://edu.gcfglobal.org/en/techsavvy/browsing-privately/1/
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